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Abstract: Today's daily existence depends heavily on the advancement of data, information and 

communication technologies. Consequently, there is a huge increase in the need for data and information. In 

communicating data over a public network, data security is a necessity that must be carefully taken into 

consideration. Thus, Base64 algorithm has been used in numerous security applications for ensuring data 

confidentiality, integrity and authentication. However, research shows that there are security vulnerabilities 

in the most widely used Base64 algorithm due to the absence of a key mechanism. To address this concern, 

the research employs residue number system algorithms for the enhancement of the Base64 algorithm 

because of its cryptographic features and thereby strengthens the transformation of the existing Base64 

algorithm to produce a novel symmetric-based cryptographic algorithm. The developed algorithm generates a 

symmetric key by shuffling the original key with the textual data, making the transformation of each 

character of the data better each time it is shuffled. Therefore, the research bridges the security gap in the 

Base64 cryptographic algorithm by factoring the key mechanism of the RNS based algorithm into the newly 

developed algorithm. The pattern and confusion produced during the methodology procedure safeguards the 

data more effectively as shown in the cipher text generated. 
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1. Introduction 

 

The increased use of the internet, the availability of the digital data and the dissemination of 

data have made information security a crucial area for academics and professionals in information 

technology (Eseyin & Gbolagade, 2019). The development of the information technology has 

brought about a number of important changes in people's lives, including a paradigm shift that gave 

rise to new forms of wealth and the reality that data is now replacing oil (Agusta, 2021). As time 

goes by, people’s need for data and information are increasing tremendously therefore, the security 

of data, information and communication technology are currently an essential part of everyday 

human life (Baso, 2023).  

According to Logunleko et al. (2020), the privacy of data must be carefully taken into 

account before being sent or shared over a public network. Thus, users need to take the necessary 

precautions by enforcing some protective measures on the information to be transmitted. For data 

security, encryption is the most significant automated technique (Victor et al., 2023). Only a 

communication route shielded by encryption is protected from prying eyes attempting to steal 
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private information.  Furthermore, the era of information and communication technology demands 

that the communication sector thrive since security is a crucial issue that needs to be resolved. In 

order to support the data security measures in guaranteeing data privacy, secrecy and authentication, 

among other things, the Base64 cryptographic algorithm is employed. Several security applications 

have employed the Base64 algorithm to guarantee data integrity and authenticate the source of data 

but research found that the algorithm is not adequately secured due to the absence of a key 

mechanism. Moreover, the main goals in developing an algorithmic encryption and decryption 

process are to improve the security and efficiency of the Base64 algorithm. Thus, this research 

integrates residue number system algorithms into the Base64 algorithm to produce a symmetric-

based cryptographic algorithm called residue number system-Base64 algorithm (RNS-B64) in 

order to ensure a better and more secured cryptosystem.  

The paper is structured as follows: related papers are discussed in Section 2. Section 3 

focuses on the approach while in Section 4 and 5 are the results and the conclusion, respectively. 

2. Related work 

A number of studies (Sumartono, Siahaan & Arpan,  2016; Sarath et al., 2021; Efendi, 

Sihombing & Parulian, 2022) developed Base64 Algorithms (as stated in Algorithm1 and 2) and 

operation procedures in details, the first stage dividing the three binary data bytes (24 bits) into four 

numbers of six bits each. Base64 utilizes 6 bits, i.e.  to guarantee that the 

encoded data is legible and does not employ any of the special characters present in ASCII, despite 

the ASCII standard requiring the usage of seven bits. These 64 ASCII characters are used in the 

base64 algorithm as shown in Figure1. 

The algorithm 1 transforms ASCII code into an 8-bit binary string, then adds the 8-bit binary 

together and divides it into 6 bits, converts them to decimals and selects a character element from 

Base64 lookup table. Conversely, algorithm 2 involves locating each character of the cipher text in the 

Base64 lookup table, creating a 6-bit binary, combining the binary strings, dividing them into eight-bit 

strings, converting them to decimals, thereafter equivalent Base64 character is obtained from 

Base64 lookup table. 
 

 

Algorithm 1: Encryption Algorithm 
 

bi = ascii(mi) 

bi = bin(bi) 

ci = split(bi, 8) 

c = concat(c0, c1, ..., cn) 

ci = split(c, 6) 

ci = base64(ci)  

 
 

Algorithm 2: Decryption Algorithm 
 

ci = base64’(ci) 

bi = join(ci) 

bi = bin’(bi) 

ci = split(bi, 6) 

c = concat(c0, c1, …, cn) 

ci = split(c, 8) 

mi = ascii’(ci) 
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Figure1. Base64 Encoding/Decoding Lookup Table 

Source: (Sarath et al., 2021) 

Baso (2023) applied Base64 algorithm to image files so as to ensure the security of data from 

unauthorized users. The researcher revealed that Base64 was often used for simple encryption 

purposes such as hiding non-sensitive information and authentication processes. However, the 

study further pointed out that Base64 algorithm had a security inadequacy mechanism because of 

its no key technique. Therefore, the algorithms’ security needs to be improved so as to make the 

algorithm stronger for a symmetric based cryptography. 

Asaju, Popoola & Gbolagade (2022) did a research on the enhancement of the image security 

with RNS as DES is susceptible to brute force attack. After applying watermarking, the resulting 

model needed a secret key and RNS moduli set to retrieve the original image. By watermarking one 

image inside another, the watermarking technique was able to give an initial level of image 

protection, even confusing the original image for an impartial user. The computing time and the 

memory space required to execute each of the algorithms under consideration were utilized to test 

and evaluate the model. The obtained results show that the residual number did not only add 

another layer of security, but also helped the image to be processed faster during the encryption and 

decryption due to the fact that only a residual part of the image was worked upon rather than the 

whole image pixels.  

Naser (2021) explained cryptography as the modern security protocol to protect the 

information from the outsiders and to communicate securely without involving third parties. In 

addition to introducing a generic way of solvability series for a solvable problem that differs from 

others, the researcher suggested a few modified solvability propositions. Thus, a new basic 

numerical model of cryptography was developed based on solvability series. 

Stanislaw et al. (2022) proposed a novel symmetric cryptography technique for the Residue 

Number System and its Modified Perfect Form. In the first technique, the ciphertext is considered 

as a collection of residues to the corresponding sets of modules (keys), and the Chinese Remainder 

Theorem was used to determine the decimal number recovery from its residues. The amount of 

arithmetic operations required for the decryption procedure was reduced as a result of the authors' 

use of a Modified Perfect Form of Residue Number System to streamline the computations. In a 

similar vein, where quick decryption was necessary, the study used a different symmetric 

encryption technique based on the Chinese Remainder Theorem. The Prime Number Theorem and 

the Euler Function were used to assess the security of the suggested techniques. The study 

examined the bitness and number of modules needed to provide the same level of security for the 

created symmetric security systems as the AES algorithm's longest length key. The study also, 

discovered that the bitness of the modules reduces with an increase in number.  

Aremu & Gbolagade (2017) presented the design methods of information encryption and 

decryption using Residue Number System (RNS). The study selected three moduli set 
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 and design an effective forward conversion for the selected moduli set with 

4n + 2 and 8n as delay and Area respectively, for the information encryption and reverse converter 

for the same moduli set with 4n + 3 and 8n + 3 as area and delay respectively, the proposed scheme 

outperforming the state of the art in terms of both security and computational efficiency. 

Babatunde & Oloyede (2021) applied RNS and MPEG IV algorithm in video security. The 

work presents a cryptographic scheme for enhancing video transmission using a proposed 

modification of the traditional moduli set . 

Thiagarajan et al. (2018) proposed an encryption and decryption algorithm using the 

algebraic matrix approach as an efficient data algorithm to protect the message with the help of 

a  key passed between the sender and t he  receiver. Utilizing the advantages of message splitting 

to an amount of words, the data encryption lowered the computational and storage overheads for 

the data owner. The ease of use and accessibility of the created model demonstrated that tools may 

be created without having to buy pricey software off the shelf. 

The study revealed that the Base64 algorithm had been used in numerous security 

applications for ensuring data confidentiality and integrity. However, the Base64 transformation 

cryptography algorithm needed to be improved upon due to its non-availability of key. A 

cryptographic scheme's level of security is largely determined by the type and length of keys used, 

the degree of encryption used to create chaos, the algorithms' throughput rate, and their capacity to 

encrypt shorter messages  (Stinson, Paterson & Maura 2019). Based on this, the Base64 algorithm 

is therefore enhanced using Residue Number System due to its cryptographic features thereby 

creating more confusion and transformation to the crypto algorithms to produce the RNS-Base64 

cryptosystem. 

3. Methodology 

This study develops an enhanced version of the Base64 algorithm by factoring the key into 

the algorithm using the residue number system (RNS) approach. The purpose of the developed 

algorithm is to boost the efficiency and performance of the Base64 algorithm current capabilities 

and also to increase the algorithm security level. The addition of the use of the restricted moduli set 

helps strengthen further the security of the Base64 algorithm to form RNS-

B64 Algorithm. 

3.1. Residue Number System  

A Residue Number System (RNS) uses a collection of smaller integers to represent a large 

number so as to make computations more efficient. RNS functions in accordance with the Sunzi 

Suanjing, a mathematical concept that was developed in the fourth century AD and is based on the 

Chinese remainder theorem of modular arithmetic. By definition, residue arithmetic operations 

such as addition, subtraction and multiplication are carry-free as each result digit is a function of 

just one digit from each operand and is hence independent of all other digits (Akanni, Eseyin & 

Gbolagade, 2022). RNS is extremely good for a wide range of applications, including digital signal 

processing, communications engineering, cybersecurity (cryptography), image processing, speech 

processing, and transformation, where addition and multiplication are crucial arithmetic operations 

(Singh, 2008). 

3.2. RNS-Base64 algorithm 

The developed algorithm accepts inputs such as key, message and ciphertext which are 

transformed to ASCII value. Thereafter, RNS was integrated into the ASCII value which was 

segmented into 8bits and transformed to Base64 Equivalent using Base64 Algorithm to form a 

symmetric encryption and decryption algorithms as shown in algorithm 3 and 4 respectively. 
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Algorithm 3: Encryption Algorithm 

ki = ascii(ki) 

fi = (ki * len(k))/count(ki)) 

d = xor(f0, f1, …, fn) 

mi = rns(d) 

m = xor(m0, m1, …, mn) 

b = bin(m) 

mi = ascii(mi) 

rni, rni+1, rni+2 = rns(mi)  

ri = bin(ri) 

ri = xor(ri, b) 

r = concat(r0, r1, …, rn) 

ci = r[6i:6i+6] 

ci = base64(ci) 

 
 

Algorithm 4: Decryption Algorithm 
 

ki = ascii(ki) 

fi = (ki * len(k))/count(ki)) 

d = xor(f0, f1, …, fn)  

mi = rns(d) 

m = xor(m0, m1, …, mn) 

b = bin(m) 

ci = base64’(ci) 

c = concat(c0, c1, …, cn) 

ri = c[8i:8i+8] 

ri = xor(ri, b) 

ri = dec(ri) 

mi = crt(rni, rni+1, rni+2) 

mi = ascii(mi) 

 
Encryption Algorithm: The algorithm 3 is explained as follows: 

Key  

Use ASCII to convert to decimal  

Provide the weight function to the decimal number (fi = (ki * character count)/weight)                                                                                                                                                                                                                      

XOR each decimal key  

Utilizing the given moduli set to compute residue  

XORing residues together  

Convert the output to 8- bit binary 

The message  

Use the ASCII table to find characters  

Use the provided modulos to calculate each decimal's remainders  

Convert all decimal remainders to binary data in 8 bits 

XOR each message's 8-bit binary with the key's 8-bit binary  

Combine all binary 8-bit data  

Dividing into 6-bit groups 

Converting each group using a Base64 lookup table 

 

Decryption algorithm: The algorithm 4 is explained as follows: 

Repeat the key mechanism procedure in algorithm 3 

Ciphertext  

Use the Base64 lookup table to get the corresponding 6-bit binary for each character.  

Combine all binary 6-bit  



96 Revista Română de Informatică și Automatică, Vol. 35, nr. 1, 91-102, 2025 

http://www.rria.ici.ro   

Divide merge into 8-bit groups  

XOR each 8-bit ciphertext binary with the 8-bit key binary  

Decimalize the result  

Use the provided modulos and n consecutive decimal integers to compute the original number 

with CRT, where n is the number of modulos supplied.  

Search the ASCII table for each calculated decimal.                                                   

4.  Results and discussions  

4.1. Base64 algorithm evaluation 

Supplying the plaintext "Names" having five characters. The illustration in Table 1 

shows the steps of the existing Base64 algorithmic process design. 

 

Table1. Base64 Algorithm Illustration 

 

 

 

The computational evaluation process begins:  

Index 1       :    N  ASCII        :   78  Binary :   0 1001110 

Index 2       :   a  ASCII        :   97  Binary :   01100001 

Index 3       :   m  ASCII        :   109  Binary         :   0 1101101 

Index 4       :   e  ASCII        :   101  Binary        :   0 1100101 

Index 5       :   s  ASCII        :   115  Binary         :   0 1110011 
 

Putting the binaries together gives  

0 1001110011000010 11011010 11001010 111001100000000. 

The combined length of the concatenated binaries is 40 bits, so in order to make it 48 bits, a 

multiple of 24 bits and 8-bit padding methods were required. Because of this, the combined 

binaries became  

0 1001110011000010 1101101 || 0 11001010 111001100000000.             

Eight 6-bit binaries would be created from this concatenated 48-bit, one for each grouping. 

0 10011 || 100110 ||00010 1|| 101101|| 0 11001 || 010 111|| 001100|| 000000. 

Next, each 6-bit binary will be transformed to a decimal value as seen in Table 2. 

Table 2. Binary 6-Bit 

Index 1 2 3 4 5 6 7 8 

Binary 6-bit 0 10011 100110 00010 1 101101 0 11001 010 111 001100 000000 

Decimal Value 19 38 5 45 25 23 12 0 

 

After reviewing the decimal equivalent values for each index in the base64 lookup table, it is 

found that the plaintext "Names" converted into the ciphertext TmFtZXMA. As A denotes zero (0), 

it was substituted with the "=" sign, ultimately resulting in TmFtZXM= as the ciphertext. 

From the computational analysis above, the amount of the plain text character is five (5), this 

result to a total of forty eight (48) bits emanating from   as a result of an 8-bit padding 

mechanism. Thus, the 48-bits later grouped into 6-bits characters to produce cipher text of eight (8) 

characters.  

Index 1 2 3 4 5 

char N a m e s 

Decimal 78 97 109 101 115 

http://www.rria.ici.ro/
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4.2. RNS-Base64 algorithm evaluation  

The RNS-Base64 Algorithm is evaluated computationally in this section. The section is 

carried out theoretically using the moduli set for both the key introduced and 

the textual data. The section contains two parts: key and the message respectively.  

Step 1: Key Generation  

This involves the key calculation which entails the computational technique of the key 

feature using RNS concept with the restricted moduli set of . This is narrated 

in Table 3.    

Table 3. Key Generation 
 

From Table 3, the characters used for the key is "Kola" Each character is converted to a 

decimal equivalent. Then, the key function is applied to each character and all the key function for 

each character are xored together. Furthermore, the secret RNS modulo set generated from the 

restricted moduli set  is applied which then xored to produce 7, finally, the 

binary equivalent of 8 bits is obtained for the process as shown in Table 3.                          

Step 2: Encryption Generation 

Encryption Generation 

The techniques of the plaintext "Names" begins. This contains the computational evaluation 

technique of encryption generation using RNS-Base64 Algorithm with restricted moduli set to 

generate eight-bit binaries as shown in Table 4. 

Table 4. Transformation of Decimal Value to Binary Equivalent 

Step 3: Xoring the plaintext binary with the key 

Binary: 

   

   
    

Binary: 

 

   

 
Binary:  

  

  

  

Index    Char    Decimal    Weight 
Key 

  Function     
  Xor 

Secret 

RNS 

Xor 

 

Binary 

1 K 75 1 300 

1916        2      00000111 
2 o 111 1 444 

3 l 108 1 864 

4 a 97 1 1164 

Character Decimal Value Secret RNS Binary 

N 78   
a 97   
m 109   
e 101   
s 115   
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Binary: 

   

   

  
Binary: 

  

   

  
 

Step 4: Concatenating the result binaries in step 3, the following binary sequences were generated. 

 

   

Step 5: Here, splitting Step 4 into six-bit binary, the following binary sequences were obtained. 

 

Step 6: In this step, the Six-bit binary sequences obtained from Step 5, are then converted each to 

decimal value and the Base64 equivalent is generated respectively. This is demonstrated and 

summarized in Table 5. 

Table 5. Transformation of Binary Value to Base64 Equivalent 

S/NO 1 2 3 4 5 6 7 8 9 10 

BINARY 000101 110000 100100 001011 000000 110000 011000 011000 000101 110000 

DECIMAL 

VALUE 
5 48 36 11 0 48 24 24 5 48 

BASE 64 

EQUIVA-

LENT 

F w k L A w Y Y F w 

 

S/NO 11 12 13 14 15 16 17 18 19 20 

BINARY 101000 001101 000011 110000 001000 000101 000100 010001 010000 010111  

DECIMAL 

VALUE 
40 13 3 48 8 5 4 17 16 23 

BASE 64 

EQUIVALENT 
o N D w l F E R Q X 

 

Cypher text: FwkLAwYYFwoNDwIFERQX is generated from the RNS-B64 algorithms.  

The process of the decryption generation is as follows: 

Step 1: Perform the key-generating procedure in Table 3 again. 

Step 2: Using the matching 6-bit binary to replace "FwkLAwYYFwoNDwIFERQX"  
 

 

Step 3: Combining the result binary in step 2 
 

 
 

Step 4: Division of the step 3 binary into eight bits. 

  
 

Step 5: Xoring the cipher-text binary and the key binary respectively. 

http://www.rria.ici.ro/
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Binary: 

 

   

   
Binary: 

   

   

   
Binary:  

   

   

  
Binary: 

   

  

  
Binary: 

   

   

   
 

Step 6: The eight-bit binary sequences obtained from step 5, are then converted back using the 

Chinese Reminder Theorem (CRT) to produce their decimal value, thereby generating the 

equivalent initial character. The computational method in Table 6 is achieved as a result of the 

backward conversion of RNS. 

Table 6. Transformation of Binary Value to Character Equivalent 

Binary CRT(Secret RNS) Decimal Value Character 

00010000 

00001110 

00001100 

 

{16,14,12} 

 

78 

 

N 

00000100 

00000001 

00011111 

 

{4,1,31} 

 

97 

 

a 

00010000 

00001101 

00001010 

 

{16,13,10} 

 

109 

 

m 

00001000 

00000101 

00000010 

 

{8,5,2} 

 

101 

 

e 

00010110 

00010011 

00010000 

 

{22,19,16} 

 

115 

 

s 

  

Consequently, the plaintext ‘Names’ is obtained. From the evaluation, the amount of the 

plain text character is five (5), this result to a total of one hundred and twenty (120) bits emanating 

from  (i.e. the 120 bits are grouped into fifteen (15) sections of 8-bits characters). 

Therefore, the 120-bits later grouped into 2-bits characters to produce the non-intelligible text 

referred to cipher text of Twenty (20) characters. Finally, the equivalent character of each of the 

above decimal from the ASCII table is Names which was initial plaintext, as the final output of the 

decrypted process. 
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5. Conclusion 

The research revealed the essential application usage of the Base64 algorithm in information 

security and also pointed out the security gap in the existing Base64 cryptographic algorithm as it is 

not adequately secured. Therefore, the study employed RNS because of its cryptographic nature 

and efficiency peculiarity to enhance Base64 algorithm in order to produce a better symmetric key-

based cryptographic algorithm. Furthermore, the addition of the use of the moduli set also 

strengthens further the security of the developed algorithm. The algorithm pattern established 

during the process of methodology procedure safeguards the data more effectively than the existing 

Base64 algorithm as it is observed in the cipher text generated. The developed RNS-Base64 

algorithm produced a greater confusion and adequately secured in the hands of an adversary. The 

conducted computational analysis comes to the conclusion that, the research closes the security gap 

in the Base64 cryptographic algorithm as compared to the developed Residue Number System-

Base64 cryptographic algorithms. Therefore, the developed RNS-B64 algorithm is theoretically 

and computationally secure, and it is suitable for exploration in information security systems for 

both encryption and decryption. 
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