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Abstract: The Automatic Identification System (AIS) is a valuable tool for enhancing maritime safety and 

security, primarily through its vessel tracking and collision avoidance functions. However, AIS is vulnerable 

to various cybersecurity threats, with simulated spoofed AIS tracks emerging as a significant concern. This 

paper analyses the stochastic kinematics of multiple vessels recorded in the Black Sea. Additionally, several 

Machine Learning models are evaluated for their effectiveness in distinguishing between genuine and 

spoofed maritime tracks. Accuracies exceeding 98% were obtained. The main concept of this study arises 

from the recognition that predicting future trajectories of maritime ships is susceptible to measurement and 

process errors. Measurement errors are primarily induced by inaccuracies in Global Navigation Satellite 

Systems, while process errors stem from factors such as weather conditions, wind, currents, and 

inconsistencies in vessel steering. Mathematical models typically generate spoofed tracks that lack the error 

variations observed in genuine data when predicting future positions, velocities, and headings. By analyzing 

and understanding these sources of error, this study demonstrates the potential to distinguish genuine 

maritime trajectories from simulated ones, thereby enhancing the detection of spoofed AIS tracks. 

Keywords: maritime anomaly detection, AIS spoofing, simulated trajectories, maritime surveillance. 

Detectarea datelor AIS falsificate: trasee simulate vs.  

date maritime reale 
Rezumat: Sistemul de Identificare Automată (AIS) reprezintă un instrument valoros în menținerea siguranței 

și securității maritime, în principal datorită funcțiilor sale de urmărire a navelor și de evitare a coliziunilor. 

Totuși, AIS este vulnerabil la diverse amenințări cibernetice, iar traseele navelor falsificate și simulate prin 

canale AIS reprezintă o preocupare semnificativă. Această lucrare analizează cinematica stochastică a mai 

multor nave maritime înregistrate în Marea Neagră. În plus, sunt evaluate mai multe modele de învățare 

automată care diferențiază traseele maritime autentice de cele falsificate. Au fost obținute performanțe de 

peste 98%. Conceptul principal al acestui studiu pornește de la recunoașterea faptului că predicția 

traiectoriilor viitoare ale navelor maritime este susceptibilă la erori de măsurare și de proces. Erorile de 

măsurare sunt generate în principal de inexactități ale sistemelor globale de navigație prin satelit, în timp ce 

erorile de proces provin din factori precum condițiile meteorologice, vântul, curenții și inconsistențele în 

direcția de guvernare a navelor. Modelele matematice generează, de obicei, trasee falsificate care nu prezintă 

variațiile de erori observate în datele autentice atunci când se prezic pozițiile, vitezele și direcțiile viitoare. 

Prin analiza și înțelegerea acestor surse de eroare, acest studiu demonstrează potențialul de a distinge 

traiectoriile maritime autentice de cele simulate, îmbunătățind astfel detectarea traseelor AIS falsificate. 

Cuvinte cheie: detectarea anomaliilor maritime, falsificarea AIS, trasee simulate, supraveghere maritimă. 

 

1. Introduction 

The maritime transportation sector plays a vital role in global trade, representing the most 

cost-efficient way of transporting goods over large distances. Consequently, the increasing 

importance of this domain has made it a scenario for numerous illicit activities, ranging from illegal 

migration and piracy to illegal fishing, smuggling, and environmental pollution. In response, 

numerous maritime agencies have emerged to detect and deter these threats. Central to their 

operations is the collection of various maritime-related data from different sources (e.g., coastal 
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maritime radars, EO/IR cameras, satellite imagery), with one of the most prominent being the 

Automatic Identification System (AIS) (Newaliya & Singh, 2021). 

According to international regulations, vessels engaged in international voyages weighing 

over 300 gross tons (GT), cargo vessels over 500 GT, and all passenger vessels must be equipped 

with AIS transponders. EU fishing vessels over 15 meters must also comply (Zheng et al., 2023). 

AIS was initially designed as a communication system to enhance navigation safety by enabling 

data exchange between ships and shore stations. Today, it serves broader maritime safety and 

security functions, including vessel tracking, fishing monitoring, maritime risk analysis, accident 

investigations, waterway planning and management, and research (Androjna et al., 2024). 

AIS operates as a cooperative radio network where vessels voluntarily transmit their 

identification details, navigation, and positional data at regular intervals based on their speed. 

Subsequently, this information is captured by other vessels, as well as coastal or satellite receiving 

stations (Kontopoulos et al., 2018). The International Telecommunication Union (ITU) recom-

mendation describes the system and employs the Time Division Multiple Access (TDMA) 

protocol. Also, it utilizes two dedicated wavelengths in the very-high frequency (VHF) band, 

primarily via terrestrial networks: 161.975MHz and 162.025MHz. Terrestrial AIS stations or 

onboard transceivers typically cover 15-20 nautical miles (1 Nm = 1.852 Km), limited by geodetic 

visibility and affected by location, transceiver altitude, type, and weather conditions. Satellite AIS 

(S-AIS) extends the communication range through low Earth orbit for enhanced data exchange 

over large distances (Androjna et al., 2021). 

Although AIS has proven to be a valuable tool for maritime navigation, it was not primarily 

designed with security as a priority. Consequently, it is susceptible to malicious attacks that 

manipulate or disrupt AIS data and can potentially misinterpret vessel activities that might engage 

in illicit actions (Androjna & Perkovič, 2024). The vulnerability of AIS lies in its plaintext, 

unencrypted, and unauthenticated nature, making it prone to spoofing and manipulation by 

malicious actors. Thus, the absence of encryption and authentication makes AIS vulnerable to 

cyber-attacks, jeopardizing the integrity and reliability of the system (Coleman, Kandah & Huber, 

2020). Multiple cyber-attacks threaten its operations. AIS jamming involves transmitting signals to 

disrupt the system's communication channel, while Global Positioning System (GPS) jamming 

targets the navigation systems of vessels. Attacks such as AIS spoofing and AIS impersonation 

involve the creation of false vessel tracks or altering a genuine vessel's identity. Additionally, there 

are situations where vessels turn off their transponders to hide their live position, thus allowing 

them to operate incognito (“AIS dark activities”) and potentially engage in illicit scenarios 

(Androjna & Perkovič, 2021). 

Multiple researchers attempt to address the problem of AIS spoofing, often referring to 

different aspects of the issue. Some define AIS spoofing as the act of AIS impersonation, where 

real vessels change their identifiers (e.g., MMSI, ship class) to conceal their activities. Others 

consider AIS spoofing as the act of creating fictitious vessels to generate confusion at sea and 

mislead maritime authorities (Kontopoulos et al., 2018). It is important to note that a clear and 

universally accepted definition of AIS spoofing has not yet been adopted, leading to some 

confusion in the literature. This paper addresses the problem of AIS spoofing, where the challenge 

lies in distinguishing between simulated vessels and genuine ones. Such situations have been 

documented in real-world scenarios, such as Elba Island, the Black Sea, the Strait of Hormuz, and 

the Port of Shanghai (Androjna et al., 2021). It is also noted in electronic warfare contexts where 

specialized equipment, also known as W-AIS, is utilized. 

The rest of this paper is structured as follows: Section 2 discusses the measures proposed for 

securing the AIS system, highlighting cryptographic and authentication-based solutions. Section 3 

reviews relevant work in the field, analyzing existing indirect methods for detecting spoofed AIS 

data. Section 4 details the research methodology, including data collection, preprocessing steps, 

and the machine learning models that were implemented. The obtained results are presented and 

analyzed in Section 5, while Section 6 provides the conclusions and outlines future research 

directions. 

http://www.rria.ici.ro/
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2. Measures to secure AIS 

The lack of authentication poses a significant vulnerability to the AIS system. Its inability to 

validate data sources opens the door to potential AIS spoofing by malicious actors, which can 

disrupt vessel navigation and compromise maritime security. In response to these challenges, 

numerous solutions have been proposed, many of which adopt asymmetric cryptography to 

digitally sign AIS messages. Cryptographic authentication, leveraging Public Key Cryptography 

(PKC), ensures message authenticity and verifies that it has been digitally signed by its sender. One 

backwards-compatible approach for securing AIS messages involves attaching a digital signature in 

a separate, follow-on message. This method allows messages to be broadcast in unencrypted format 

while enabling receivers to verify authenticity through a digital signature derived from the 

message's hash code (Wimpenny et al., 2022). Similarly, a proof-of-concept for Secure AIS has 

been reported, presenting a backwards-compatible solution that enables source authentication, 

encryption, and legitimate pseudo-anonymization functions (Goudosis & Katsikas, 2022). 

Although several secure AIS variants have been proposed, their widespread adoption is 

limited by the need for international consensus on the distribution of public encryption keys 

(Coleman, Kandah & Huber, 2020). Even if a new secure AIS system were agreed worldwide, AIS 

spoofing would likely remain a threat for decades until all vessels - more than 100,000 globally - 

adopted the technology. 

3. Related work 

Until a secure version of AIS is adopted, various indirect solutions can be implemented to 

enable legitimate vessels to broadcast their identifiers and kinematic details. Advanced systems 

employing probabilistic models and Machine Learning (ML) techniques can inform and enhance 

expert analysis. Multiple solutions for AIS spoofing detection have been proposed, most involving 

the analysis of vessels' attributes and their associated kinematic data. 

One relevant method addresses the challenge of determining the reliability of AIS data by 

leveraging radar measurements and tracking system information. This approach involves a novel 

application of the sequential log-likelihood ratio test in a generalized form. The method aims to 

identify scenarios in which real vessels initially transmit accurate AIS data but, at a certain point, 

begin transmitting falsified coordinates to enter restricted areas undetected. The probability of 

detecting such deception increases near 100% as the discrepancy between AIS-reported tracks and 

radar tracks grows, and as the number of radar systems used increases. (Katsilieris, Braca & 

Coraluppi, 2013). Although this method demonstrates high accuracy in identifying falsified AIS 

signals, it requires the use of expensive radar equipment. 

Another methodology for analyzing AIS data emphasizes the integrity and signal strength of 

information as a crucial element. The authors propose different approaches for identifying AIS 

false tracks, such as controlling the integrity of each field in each AIS message individually or 

measuring the received power level. The latter approach allows for estimating the broadcast power 

based on the known distance (Ray, Iphar & Napoli, 2016). While accurate, the second solution 

requires specialized equipment for signal analysis and goniometry to detect whether the reported 

location of the vessel corresponds to the position where the signal was broadcast. 

A recent approach to detecting AIS spoofing utilizes trajectory segmentation and the 

Isolation Forest algorithm to differentiate between legitimate and falsified AIS signals. This 

method segments ship trajectories based on time interval thresholds and extracts features such as 

speed and distance between consecutive points to distinguish between regular and spoofing ships. 

The Isolation Forest algorithm is then applied to identify anomalies in the trajectory data, 

leveraging the fact that spoofing ships exhibit distinct motion patterns compared to legitimate 

vessels. Experimental results indicate that this approach achieves identification accuracies of 

88.4% to 93.3%, depending on the chosen segmentation time interval (Zheng et al., 2023). 

Another approach for AIS spoofing detection integrates maritime vessel route extraction 

with clustering-based anomaly detection. The method preprocesses AIS data to remove noise and 



40 Revista Română de Informatică și Automatică, Vol. 35, nr. 1, 37-50, 2025 

http://www.rria.ici.ro   

irrelevant information before applying a density-based clustering algorithm, DBSCAN, to detect 

spoofed transmissions. By analyzing vessel trajectories, waypoints, and deviations from expected 

maritime routes, the system identifies three main types of spoofing: dark period spoofing (AIS 

transmission shutdown), position-based spoofing (false coordinate reports), and MMSI-based 

spoofing (identity fraud). The technique effectively isolates anomalies through speed analysis, 

trajectory clustering, and geospatial filtering, achieving significant data reduction while preserving 

critical trajectory information (Prasad, Vatsal & Chowdhury, 2021). 

4. Research methodology 

This paper proposes a different approach for evaluating the accuracy of maritime trajectory 

predictions and identifying potential navigation deviations. Its objective is to distinguish between 

genuine and spoofed kinematic patterns of navigation. This is done by analyzing the stochastic 

kinematic errors between consecutive vessel positions and by implementing various ML models. 

This approach is based on the premise that spoofed tracks exhibit limited deviations due to their 

computer-generated precision. On the other hand, genuine vessels exhibit measurement errors, such 

as those introduced by GPS inaccuracies, and process errors, which may arise from environmental 

influences like wind, water currents, or minor variations in steering. 

4.1. Data collection and pre-processing 

The first phase of this study involved collecting seven days of live tracking data from 

multiple AIS transponders deployed near the Romanian shore. Additionally, live AIS feeds were 

obtained from other regions through various Maritime Situational Awareness (MSA) web 

platforms. For instance, MarineTraffic and VesselFinder provide on-demand raw AIS-NMEA data 

by configuring multiple Application Programming Interfaces (APIs), while AIS Hub serves as a 

free online collaborative AIS-NMEA data-sharing service. Furthermore, different databases offer 

raw or processed AIS data. For example, the AIS Exploratorium platform (available at 

http://ais.exploratorium.edu/) contains over 1.2 million records, whereas a processed AIS dataset is 

accessible on Kaggle (available at https://www.kaggle.com/datasets/aswinjose/ais-maritime-data). 

After decoding the raw NMEA-0183 messages, the sequential locations and timestamps of 

the detected vessels were extracted. Additionally, specialized software was used to generate 

multiple simulated tracks ("bogus vessels"), each with predefined velocities, waypoints, and 

headings. A similar non-commercial tool for generating AIS virtual tracks is the NMEA Simulator 

(available at https://github.com/panaaj/nmeasimulator/releases). 

The pre-processing step involved the calculation of various parameters for each k sequential 

position of recorded trajectories. This was done by analyzing pairs of sequential latitude and 

longitude coordinates (ϕ, λ) of the vessels: k−1 (previous recorded position), k (current position), 

and k+1 (upcoming recorded position) (see Figure 1). To understand the vessels' movement 

dynamics, the analysis was conducted multiple times at different minimal Δt periods between two 

consecutive recordings. These intervals included 1, 30, 60 seconds, 30 minutes, and 1-hour setups. 

 

Figure 1. Representation of Sequential Vessel Coordinates 

Different parameters were calculated in each k-sampling interval, including the magnitudes 

of velocities V , travelled distances d (1), and bearing angles ϴ (2) between consecutive locations. 

http://www.rria.ici.ro/
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d and ϴ were determined as the distances and bearings between two consecutive points on the 

sphere's surface. Based on current positions, speeds and bearings, predicted upcoming coordinates 

( )
1

,p p k
 

+
 were calculated to evaluate the errors for distance d  (3) and bearing   (4) between 

the estimated and actual future coordinates. 
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where ( , )  represent latitude and longitude coordinates expressed in radians and r is the radius of 

the Earth. 

Furthermore, a Kalman Filter was implemented on the available datasets. This filtering 

technique enabled the estimate of the trajectory of each vessel with greater precision, by accounting 

for various uncertainties (Zhang, Xining, Zhang, Xynian & Li, 2023). By extracting and analyzing 

all Kalman prediction errors dk  (5), the extent to which the vessels' trajectory measurements were 

affected by external factors was obtained. These factors included measurement (GPS inaccuracy) 

and process (e.g., wind, currents, steering) errors.  

 dk k kz H x = −   (5) 

where kz  is the actual measurement vector at time k and kH x  is the predicted measurement 

vector from the Kalman filter, based on the predicted state kx  before updating with the new 

measurement kz  (see Figure 2). 

 

Figure 2. Process for extracting sequential Kalman errors 

4.2. Data analysis  

The next step of the study involved calculating the mean values μ (6) and standard deviations 

σ (7) for the previously calculated parameters ( V , d ,   and dk ) at different time interval 

setups it , in all vessel trajectories. Additionally, for the 1secit =  setup, μ and σ values were also 

calculated for the , 1i it +  periods between two sequential reporting times of vessels within the AIS. 

It is important to note that the reporting periods can differ significantly for vessels, depending on 

their velocity. For instance, vessels underway report every 2 up to 10 seconds based on their speed. 
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Vessels at anchor may report every 3 minutes. In real scenarios, these reporting intervals are not 

constant due to various factors such as signal loss, signal fading, and other environmental 

conditions, which can lead to even longer gaps between reports. Additionally, the radio channel's 

rate of occupation plays a crucial role; heavy AIS traffic in a particular area can lead to increased 

congestion and competition for available slots. This congestion may further delay transmissions, 

impacting the frequency and reliability of updates. 
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n
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
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where x represents the values of each calculated parameter in vessel trajectories, n is the total 

number of recordings, and t is the time interval setup. 

Subsequently, histograms and probability density functions (PDF) were obtained by applying 

a Kernel Density Estimation (KDE) application. The PDF f(x) (8) was obtained by placing a 

Gaussian kernel function ϕ (9) on each observation ix   of the training set of size n. 
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Also, a correlation matrix was computed to assess the correlation ρ (10) between the mean 

V , d ,   and dk  parameters. 
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where (X ,X )i j  represent the pair of variables on which to calculate the correlation.  

4.3. Machine learning implementations  

After analyzing the distributions of the V , d ,   and dk  parameters for all recorded 

trajectories, it was observed that genuine vessels exhibit distinct statistical patterns. These patterns 

enable the identification of spoofed vessels, which often show limited variations in velocities and 

predictable future positions due to nearly zero recorded errors between consecutive locations. 

Building on this insight, more complex and performant machine learning (ML) models were 

explored to enhance detection accuracy. Mean values and standard deviations for parameters such 

as time intervals between AIS reports, velocities, distance and bearing prediction errors between 

consecutive locations, and Kalman filter distance errors were computed. These statistical features 

were then used as inputs for multiple ML models, classifying vessels as either genuine or spoofed 

based on these metrics. 

After evaluating each implemented ML model, a permutation importance index XiI  (11) was 

calculated for each input parameter to assess its individual contribution to model accuracy. This 

index was computed by shuffling the values of each parameter independently and measuring the 

resulting drop in model performance. For example, the permutation importance of feature iX  was 

determined by the change in accuracy A  when iX  was randomly permuted: 

http://www.rria.ici.ro/
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 (X )i iX baseline shuffledI A A= −   (11) 

5. Results 

5.1. General aspects  

On average, approximately 1200 distinct vessel trajectories were discovered daily from AIS 

recordings. These included both stationary ships and those actively transiting the region, as well as 

various Aids to Navigation (ATONs). 

The identification of stationary spoofed vessels became evident after plotting the trajectories 

of all recorded platforms and calculating their mean speed, bearing, and the estimated errors 

between consecutive locations. The ATON tracks were used for this analysis. By definition, these 

tracks represent spoofed data, denoting different stationary platforms such as buoys, beacons, or 

lighthouses. Typically, these platforms are reported at locations apart from their actual physical 

positions by remote AIS stations, which transmit manually entered coordinates that remain 

unchanged over time. Figure 3 shows the recorded coordinates of two open-sea, non-propelled 

platforms (a drifting vessel and a vessel at anchor) that exhibit limited motion due to environmental 

factors like wind and currents.  

 

Figure 3. Drifting Vessel (Left) and Anchored Vessel (Right) 

Figure 4 shows the recorded coordinates of two stationary platforms (a moored vessel in a 

harbor and an ATON). Unlike the ATONs, all stationary vessels exhibited position variations due 

to GPS inaccuracies and drifting. 

 

Figure 4. Moored Vessel (Left) and Stationary ATON (Right) 

Upon further investigation of the recorded data, it became evident that distinguishing 

between genuine and spoofed moving vessels is feasible. One method of differentiation involves 

analyzing the vessels' speed over ground (SOG) and course over ground (COG) variations, 

particularly with smaller time interval setups.  

Figure 5 illustrates the evolution of speed and COG over 15 minutes for a genuine vessel 

endeavoring to maintain a speed of 11 knots (1 kt = 1 Nm/hour) and a COG of 243° relative to 

geographic North. The vessel recorder showed continuous variations in velocities (up to 2 kt) and 
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courses (up to 2.5°) during this period. 

 

Figure 5. Speed and COG variations for a genuine vessel 

Figure 6 presents the evolution over 15 minutes for a non-maneuvering spoofed vessel 

simulated to maintain a constant velocity of 8.05 kt and a constant COG of 140.9°. However, very 

small, insignificant errors may have been induced by the chosen projection for geographic 

coordinates, limited decimal precision in calculations, and the limited resolution of the AIS 

positional messages. 

 

Figure 6. Speed and COG variations for a non-maneuvering spoofed vessel 

Figure 7 presents the evolution of a maneuvering spoofed vessel over a 12-minute period. 

This vessel was configured to change its speed and course over ground (COG) in a manner which 

is similar to real spoofed vessels recorded in the Black Sea in 2021 (Thomas & Chiego, 2022). 

Initially, the vessel maintained a perfectly constant speed of 20 kt and a steady COG of 0°. A 

notable deviation occurred as the vessel underwent sudden, multiple changes in speed, reaching an 

unrealistic maximum value of 800 kt (≈ 1500 km/h). Additionally, the changes in COG were 

executed abruptly, without intermediate values, suggesting significant shifts in COG at unrealistic 

angular speeds. 

 

Figure 7. Speed and COG variations for a maneuvering spoofed vessel 

5.2. Statistical results  

Significant differences were observed between genuine and spoofed vessels when analyzing 
the mean discrepancies between predicted and travelled distances for consecutive locations. At a 
time difference of 60 seconds, genuine vessels recorded a mean distance estimation error 

0.19d = − Nm, while spoofed vessels recorded a mean value almost equal to 0 ( 610d
− ). It's 

worth noting that this value was not 0 for spoofed vessels due to estimation errors induced by the 
resolution of the AIS messages for positional data (res = 0.0001'). 

http://www.rria.ici.ro/
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Table 1 presents the mean values of the averages and standard deviations that were 

calculated for V , d and   for all genuine and spoofed vessels with mean speeds above 1 kt, at 

different time setups. It was observed for genuine vessels that the variation in distance and bearing 

errors ( d  and  ) tends to decrease with increasing time intervals between two consecutive 

locations (1 second, 30 seconds, 60 seconds, 30 minutes). However, in the case of a 1-hour setup, 

these variations tend to increase again. One probable explanation for this phenomenon is that 

vessels can significantly change their speed and bearing during these longer periods. 

Table 1. Probabilistic Results of Genuine Kinematic Data 

Genuine vessels Simulated vessels 

 1 sec 30 sec 60 sec 
30 

min 

1 

hour 
1 sec 30 sec 

60 

sec 

30 

min 

1 

hour 

V  4.89 3.99 3.80 3.05 2.85 12.15 11.45 11.30 8.96 5.57 

V  27.61 4.47 2.97 1.28 1.15 2.34 2.22 2.17 1.72 1.72 

d  -0.20 -0.19 -0.19 -0.17 -0.28 6
5 10

−
  

4
10

−
 

4
10

−
 0.15 0.78 

d  0.65 0.66 0.71 1.69 2.28 4
4 10

−
  

3
7 10

−
  0.01 1.13 1.69 

  -1.35 -1.08 -0.98 0.27 -1.13 0.26 1.02 1.89 16.23 16.43 

  75.32 77.26 79.59 91.10 93 3.74 6.40 8.45 21.9 20.55 

Table 2 presents the correlation results between the normalized V , d ,   and dk  values 

at the 60-second time interval setup. It can be observed that the mean velocities V  of the vessels 

are inversely correlated with their mean error d  for predicted travelled distance, indicating that 

these values decreased while the speed increased. Additionally, the mean Kalman error dk  was 

positively correlated with V . In the case of the mean bearing error for consecutive locations  , 

the mean speed of the vessels did not have a significant impact on this parameter. 

Table 2. Correlation Matric for the Kinematic Parameters 

 V  d  dk    

V  1 -0.33 0.33 -0.04 

d  -0.33 1 -0.19 0.09 

dk  0.33 -0.19 1 -0.06 

  -0.04 0.09 -0.06 1 

Additionally, it was observed that differentiating between genuine and spoofed vessels is 

possible by analyzing their Kalman filter errors distributions. Spoofed vessels tend to have 

perfectly linear trajectories with near-zero Kalman errors, while genuine vessels exhibit 

irregularities. Figure 8 presents two genuine vessels: one that attempts to maintain a constant COG 

and another showing multiple changes in COG, while Figure 9 displays a spoofed vessel behavior. 

    

Figure 8. Genuine Trajectories 
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Figure 9. Spoofed Trajectories 

Figure 10 presents the KDE plots for two vessels that attempted to maintain a linear course: 

one genuine and one simulated. For the genuine vessel, the course errors between consecutive 

actual and predicted positions exhibited significant variance, with most values ranging from -20 to 

20 degrees. Additionally, limited course errors, ranging from 40 to 80 degrees, were also observed, 

likely due to abrupt changes or external factors affecting the trajectory. In contrast, the simulated 

vessel's course was perfectly rectilinear, resulting in all measured course errors between recorded 

and predicted trajectories being consistently 0, highlighting their predictable nature. 

   

Figure 10. KDE plots for “course_error” parameters 

5.3. Analyzing Machine Learning models' effectiveness 

For this study, multiple machine learning models were trained using datasets collected at 

different time intervals: 1 second, 30 seconds, 60 seconds, 30 minutes, and 1 hour. The input 

features for these models included the calculated averages and standard deviations of various 

parameters, such as vessel velocities, time intervals between AIS reports, and the distance and 

bearing errors between consecutive locations. The performance of each ML model was evaluated 

based on these input features, with the results summarized in Table 3. 

Overall, Random Forest, the Ensemble Model, Decision Trees and KNN achieved the 

highest accuracy across all setups, with values near 99%, even at longer time intervals. Deep 

Neural Networks also performed well, maintaining high accuracy above 0.96 across all setups, 

showing their capacity for handling complex patterns in the data. Conversely, all other models 

exhibited slightly lower accuracies, particularly at longer intervals. 

Table 3. Accuracy of implemented ML models 

 1 sec. 30 sec. 60 sec. 30 min. 1 hr. 

SVM 0.97 0.96 0.95 0.90 0.89 

Logistic Regression 0.96 0.95 0.93 0.87 0.89 

Decision Trees 0.99 0.99 0.99 0.99 0.97 

Random Forest 0.99 0.99 0.99 0.99 0.98 

KNN 0.99 0.99 0.99 0.96 0.96 

XGBoost 0.96 0.95 0.95 0.90 0.89 

Naïve Bayes 0.99 0.98 0.98 0.90 0.81 

Ensemble model 0.99 0.99 0.99 0.99 0.98 

Deep Neural Network 0.99 0.99 0.99 0.98 0.96 

After analyzing the permutation importance of all input parameters across the implemented 

models, it was observed that the following features had the greatest influence on the models' 
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efficiency: the mean and standard deviations of the AIS reporting intervals, the standard deviation 

of the velocities, the mean course error, and the mean distance error between measured and 

predicted positions. Figure 11 presents the 3D plot of 4000 genuine and bogus vessels (in equal 

ratios) based on three selected calculated features. As observed, the simulated vessels exhibited no 

variations in AIS reporting intervals and distance errors. However, limited variations were 

observed in the course errors, as many of the simulated vessels were programmed to display 

multiple sudden and abrupt changes in their course. 

 

Figure 11. 3D plots of genuine and bogus parameters 

6. Conclusions 

AIS is essential for maritime safety, enabling vessel tracking and collision avoidance. 

However, the system's vulnerabilities, including susceptibility to spoofing and manipulation, 

underscore the need for robust detection measures. Spoofed AIS tracks pose significant risks, 

potentially leading to misinterpretations of vessel activities and compromising navigation safety. 

Until a more secure version of AIS is globally adopted, various statistical and machine 

learning (ML) models can be employed to detect instances in which fake vessel tracks are 

transmitted through the system. This study demonstrates the effectiveness of using stochastic 

methods and ML models to differentiate between authentic and computer-generated tracks. The 

central premise is that predicting trajectories for genuine maritime vessels is subject to 

measurement and process errors, while spoofed tracks exhibit limited deviations due to their 

computer-generated precision. 

By analyzing recorded kinematic data, distinct patterns can be extracted to differentiate 

genuine vessel trajectories from simulated ones. Furthermore, most ML models tested in this study 

achieved accuracies above 99%, thus highlighting the relative ease of detecting spoofed vessels and 

the effectiveness of these techniques in safeguarding maritime navigation. 
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