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Abstract: The proliferation of Internet of Things (IoT) devices introduces significant challenges in network
security and scalability. Software-Defined Networking (SDN) emerges as a promising framework to offer more
flexible and intelligent network management capabilities. This paper delves into the integration of SDN
principles within an 10T environment to bolster security and scalability. Through a proof-of-concept
deployment utilizing the Floodlight controller and Mininet-WiFi, the approach involves the collection and
analysis of data on average latency, packet loss, throughput, and jitter to evaluate network performance.
Additionally, Python scripts and Wireshark are employed for an in-depth network analysis. The findings
illustrate that SDN integration can adeptly manage the augmented network load, evidenced by minimal
increases in latency and packet loss, while maintaining acceptable throughput and jitter levels. Furthermore,
the Floodlight controller's capability to identify and counter Distributed Denial of Service (DDoS) attacks
underscores its potential to enhance I0T network security. The results affirm that SDN can significantly elevate
the scalability and security of 10T networks, presenting a viable solution to manage the escalating demands of
10T deployments. Future endeavors will aim to extend the network scale and investigate alternative SDN
controllers to substantiate the scalability of the conclusions.
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1. Introduction

The Internet of Things (10T) represents a paradigm shift in the digital transformation of various
sectors, including smart cities, healthcare, industrial automation, and beyond. The evolution of the
Internet with its emerging technologies has propelled the world into the IoT era, improving the
quality of life and boosting the global economy (Jayaraman et al., 2023). This burgeoning network
of interconnected devices offers unprecedented opportunities for efficiency and innovation (Khan et
al., 2022). The architecture of an loT system comprises various hardware and software components
(Saber et al., 2022). loT devices typically use wireless transmission, employing a wide range of
communication standards. These include short-range networks like IEEE 802.15.4 or IEEE 802.11,
as well as long-range networks such as GSM, LTE, and 5G (Milosevi¢ et al., 2021). However, the
rapid proliferation of 10T devices also surfaces critical challenges, particularly in terms of security
and scalability. 10T devices, often designed with limited computational resources and prioritizing
ease of use over security, become prime targets for cyber threats. The vast scale and distributed nature
of 10T deployments further exacerbate these issues, introducing complex challenges for network
management (Aldhaheri et al., 2024). Traditional network architectures, with their static
configurations and decentralized management models, struggle to adapt to the dynamic and
expansive landscape of 10T networks. This gap underscores the urgent need for novel approaches
that can ensure robust security and seamless scalability in 10T ecosystems.

As loT networks continue to expand, they bring to light the limitations of conventional
network management and security protocols. The integration of countless l0T devices, each
potentially acting as a vector for cyberattacks, intensifies the risk landscape. Distributed Denial of
Service (DDoS) attacks, in particular, exploit these vulnerabilities, disrupting services and causing
significant operational and financial damage (Salim et al., 2020). Moreover, the scalability challenge
is not merely about handling the growing number of devices but also involves managing the diverse
and evolving requirements of 10T applications. The static and inflexible nature of traditional network
infrastructures is ill-suited for the dynamic, heterogeneous, and voluminous characteristics of 1oT
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deployments. Addressing these dual challenges of security and scalability requires a rethinking of
network management strategies to foster a secure, adaptable, and resilient 10T environment (Farahani
et al., 2021). The loT infrastructure can attract cybercriminals, directly affecting consumers. Unlike
other consumer technologies, 10T devices often lack security features because they prioritize cost
reduction and scalability, leading to limited hardware resources for security measures (Aljahdali et
al., 2021).

Software Defined Networking (SDN) is a revolutionary approach that seeks to make network
management more flexible, efficient, and programmable. It is particularly relevant in the context of
the 10T, where a vast array of heterogeneous devices and technologies must be integrated and
managed effectively. SDN serves as a key enabler for emerging technologies such as (Bekri et al.,
2020; Stancu et al., 2018).

This research is driven by several key objectives, designed to address the outlined challenges
and to advance the integration of 10T with SDN:

e to investigate SDN's role in loT: exploring how SDN principles can be applied to lIoT
networks to enhance their security and scalability. The focus is on leveraging the
centralized control and programmability of SDN to adapt network behavior dynamically
in response to evolving 10T requirements and security threats;

e to implement and evaluate a Proof-of-Concept deployment: utilizing the Floodlight SDN
controller and Mininet-WiFi (Fontes et al., 2015) to create a scalable network topology
with varying numbers of 10T devices and access points. This deployment aims to simulate
real-world I0T network conditions and assess the practical benefits of SDN;

e to analyze network performance and security enhancements: through rigorous data
collection and analysis, evaluating how SDN impacts key network performance metrics
(latency, packet loss, throughput, jitter) across different scales of 10T deployments.
Additionally, assessing the efficacy of SDN-enabled strategies in detecting and mitigating
DDosS attacks;

e to provide guidelines for future loT network implementations: based on the findings,
offering insights and recommendations for leveraging SDN in IoT networks, aiming to
inform future developments and encourage the adoption of SDN principles for improved
IoT network management and security.

This study makes several significant contributions to the fields of 10T and SDN. Firstly, it
empirically demonstrates the viability and benefits of integrating SDN with 10T networks,
highlighting how SDN's centralized control and programmability can address the critical challenges
of security and scalability. The proof-of-concept deployment provides a tangible example of how
SDN can enhance network management in loT contexts, offering a replicable model for future
research and practical applications. By systematically analyzing the impact of SDN on network
performance and security, this research elucidates the potential of SDN to transform loT network
architectures, ensuring they are more secure, scalable, and adaptable. Furthermore, the detailed
examination of SDN's role in mitigating DDoS attacks within 10T networks underscores the practical
implications of the findings, showcasing SDN's capacity to safeguard 10T ecosystems against
prevalent cyber threats. Ultimately, this work contributes to a deeper understanding of the synergies
between SDN and loT, paving the way for more resilient, efficient, and future-proof network
infrastructures.

2. Literature review

2.1. SDN loT architecture

The integration of SDN with 10T has emerged as a focal point of research, aiming to address
the inherent challenges within 10T ecosystems, such as security vulnerabilities and scalability issues.
SDN, with its centralized control mechanism, offers a paradigm shift from traditional network
architectures, allowing for dynamic network management and enhanced security protocols (Bekri et
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al., 2020). Several studies have explored the potential of SDN in optimizing IoT network operations,
highlighting its ability to provide flexible control and efficient resource allocation across vast and
heterogeneous 10T devices (Li et al., 2020; Siddiqui et al., 2022).

The architecture illustrated in Figure 1 depicts a typical SDN framework adapted for loT
environments, serving as a guide to understanding how SDN can be applied to IoT. At the top of the
architecture lies the Application Layer, which contains the loT applications themselves. These are
the end-user applications that leverage the network to deliver services, ranging from simple data
collection tasks to complex analytics and decision-making processes (Karmakar et al., 2021). They
interact with the network through APIs (Application Programming Interfaces) provided by the
Control Layer.
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Figure 1. SDN loT Structure

The Control Layer contains the SDN Controller, which is the core of the SDN architecture.
The SDN Controller is responsible for providing the "brains" of the network. It maintains a
comprehensive view of the network, making decisions about where to route packets and how to
handle network traffic (Hasan et al., 2020). The controller interfaces with the applications above it
through APIs for various functions, including:

A. Datapath Control: This is where the controller manages the flow of data through the
network, making decisions about routing and handling network congestion.

B. User Authentication: The controller can also manage access to the network, ensuring that
only authenticated users and devices are able to communicate.

C. Mobility Management: In 10T, devices may be mobile. The controller must manage their
movement across the network, ensuring that connections are maintained seamlessly (Bi
etal., 2019).

The bottom layer is the Infrastructure Layer, which is composed of the physical hardware —
the switches, routers, and other devices that actually forward the data (Saadeh et al., 2019). In an
SDN architecture, these devices are simplified, as they no longer need to maintain complex control
protocols. Instead, they are programmed by the controller with simple "flow rules" that tell them how
to handle packets.

2.2. Key findings in 10T security and calability

Research on 10T security emphasizes the vulnerability of 10T devices to cyber threats,
including DDoS attacks, data breaches, and malware infections (Kumar et al., 2016). The scalability
challenge, on the other hand, revolves around managing an exponentially growing number of devices
and ensuring reliable communication within the 10T network (Silva et al., 2018). Studies have
demonstrated that SDN can significantly enhance IoT security by centralizing security policies and
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enabling real-time detection and mitigation of cyber threats (Hassija et al., 2019). Similarly, SDN's
role in improving network scalability has been affirmed, with findings indicating its effectiveness in
managing network complexity and adapting to changing traffic patterns (Dai et al., 2020). The use
cases for 10T devices are diverse, but current trends indicate that all device manufacturers will
eventually prioritize security in their selections. A common approach in loT security is the use of
public key infrastructure (PKI), where digital certificates verify the authenticity of a site or an loT
device. These digital certificates establish trust in an 10T device, and when used with infrastructure
authentication applications, they can help identify and block access to uncertified or poorly secured
devices (Dumitrache & Sandu, 2020).

loT security has garnered significant attention due to the increasing prevalence of cyber threats
targeting connected devices. Previous studies have underscored the vulnerabilities inherent in 10T
ecosystems, ranging from device-level vulnerabilities to challenges in securing communication
channels. Works by authors such as (Oracevic et al., 2017; Sethi & Sarangi, 2017) have explored
various threat models, attack vectors, and proposed security mechanisms. These studies emphasize
the need for robust security measures to protect sensitive data and ensure the integrity of loT
deployments. Several works have proposed frameworks and models for integrating SDN within loT
networks to streamline operations and improve efficiency. These include architectures for SDN-
based 10T systems that facilitate better device management, data flow control, and network
programmability (Alsaeedi et al., 2019). Furthermore, the application of SDN in loT has been shown
to improve Quality of Service (QoS) parameters, such as latency and throughput, by optimizing
routing decisions and network configurations based on real-time data (EL-Garoui et al., 2020). The
scalability of loT networks is a crucial consideration as the number of interconnected devices
continues to grow exponentially. Existing literature, exemplified by works like (Dorri et al., 2017;
Johnson & Patel, 2019), has investigated scalability challenges stemming from the diverse nature of
IoT devices, heterogeneous communication protocols, and the strain on traditional network
architectures. These studies shed light on the limitations of current scalability solutions and lay the
groundwork for exploring innovative approaches to accommodate the burgeoning scale of loT
deployments.

2.3. Role of SDN in 10T security and scalability

Enter SDN, a paradigm-shifting approach to network management that centralizes control and
decouples the control plane from the data plane. In the context of 10T security, SDN offers several
key advantages. Firstly, by centralizing network intelligence and control, SDN enables real-time
threat detection and rapid incident response. Security policies can be dynamically enforced across
the network, allowing for swift mitigation of potential security breaches. Moreover, SDN facilitates
fine-grained access control and segmentation, isolating 10T devices into distinct security zones and
minimizing the lateral movement of threats within the network.

Furthermore, SDN's programmable nature empowers loT stakeholders to implement proactive
security measures, such as anomaly detection and behavior analysis. By leveraging machine learning
algorithms and predictive analytics, SDN can identify suspicious patterns and preemptively block
malicious activities, enhancing the overall resilience of 10T infrastructures. Additionally, SDN's
ability to integrate with existing security frameworks and protocols streamlines the deployment of
security solutions, ensuring seamless compatibility across diverse 10T environments. Beyond
security, SDN plays a pivotal role in addressing the scalability challenges inherent in loT
deployments. Researchers such as (Ye & Qian, 2017) has proposed novel architectures leveraging
SDN principles to address the dynamic and diverse nature of 10T networks. As the number of
connected devices continues to proliferate, traditional networking architectures struggle to
accommodate the increasing volume of data traffic and resource demands. SDN offers a scalable
alternative, enabling dynamic traffic engineering and load balancing to optimize network
performance. By intelligently allocating resources and prioritizing critical data flows, SDN ensures
efficient utilization of network resources, mitigating congestion and enhancing overall network
scalability.
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Moreover, SDN's centralized management simplifies the orchestration of 10T deployments,
facilitating seamless integration of new devices and protocols. Through programmable interfaces and
open standards, SDN enables interoperability across heterogeneous loT environments, allowing
disparate devices to communicate and collaborate effectively. This interoperability fosters ecosystem
growth and innovation, empowering organizations to harness the full potential of 10T technologies
without being constrained by proprietary protocols or vendor lock-in.

3. Study setup and execution

Before delving into the specifics of SDN and IoT integration, it's essential to outline the
experimental procedure undertaken to investigate the efficacy of this integration. The experimental
setup aimed to assess the scalability and security enhancements brought about by SDN principles
within loT environments

3.1. SDN and 10T integration

This study employs SDN principles to address the challenges of scalability and security in
loT) networks. By leveraging SDN's centralized control capabilities, the enhancement of network
management and security for 10T devices is pursued. The integration process involves the use of the
Floodlight SDN controller, a widely recognized open-source SDN controller, which offers a flexible
and programmable network management platform. Additionally, Mininet-WiFi, a network emulator
capable of creating virtual network topologies that include both wired and wireless nodes, is utilized
to simulate an loT environment (Han et al., 2022; Selvaraju et al., 2021). This setup allows for the
dynamic configuration of network behaviors in response to varying demands and threats, showcasing
the potential of SDN to improve I0oT network operations.

3.2. Deployment scenario

The proof-of-concept deployment is designed to simulate a realistic 10T network environment
with escalating complexity and scale. The initial network topology consists of 8 IoT devices
connected to 2 Access Points (APs), representing a basic 10T deployment scenario. This setup serves
as the baseline for the experiments. The network is progressively expanded in three subsequent stages:
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Figure 2. Network topology

Stage 1: Addition of 8 more loT devices, totaling 16 IoT devices, while maintaining the
original 2 APs. This stage tests the network's scalability with an increased number of devices. Figure
2 showing general topology that used in the experiment.

Stage 2: Further expansion to include 32 10T devices distributed across 4 APs, doubling the
number of devices and adding 2 more APs to assess both scalability and the impact on network
performance.
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Stage 3 of network expansion culminated in an extensive topology consisting of 64 10T devices
and 8 Access Points (APs), marking a substantial increase in network complexity and scale. This
phase was specifically designed to rigorously test the capabilities of SDN in managing and securing
a large-scale 10T network under demanding conditions. Each stage is designed to evaluate how well
SDN principles, applied through the Floodlight controller, can enhance network scalability and
security in an increasingly complex IoT environment.

The Floodlight Open SDN Controller was selected for its robust feature set and active
community support. It operates as the central intelligence of the network, providing a comprehensive
platform for monitoring, decision-making, and control (Zhu et al., 2021). Key capabilities leveraged
in this deployment included:

A. Dynamic Flow Management: Automatically adjusting network flows in response to
changing network conditions and device requirements.

B. Real-Time Network Monitoring: Observing network performance in real-time to identify
and respond to anomalies promptly.

C. Programmability: Enabling the creation of custom network management applications
tailored to the specific needs of the IoT deployment.

Mininet-WiFi, a fork of the well-known Mininet network emulator, was utilized to virtualize
the IoT devices and APs, enabling a scalable and flexible testing environment (Muthanna et al.,
2022). This tool allowed the simulation of a wide variety of network conditions and configurations,
making it ideal for this study. It also provided the means to simulate the wireless connectivity that is
often used by loT devices, offering a more realistic network behavior.

3.3. Data collection

Data collection is a critical component of our methodology, enabling the assessment of
network performance and the effectiveness of SDN in managing and securing loT deployments. Two
primary tools are employed for this purpose:

Python Scripts: Custom Python scripts are developed to automate the collection of network
performance metrics, including average latency, packet loss, throughput, and jitter. These scripts
interact with both the Floodlight controller and Mininet-WiFi to extract data from the simulated
network. The scripts are designed to run various network scenarios, simulate traffic, and record the
performance under different conditions. This automated approach ensures consistency and accuracy
in data collection across all stages of the deployment.

Wireshark: Wireshark, a network protocol analyzer, is used to capture and analyze packets
flowing through the network. It provides detailed insights into the traffic patterns, including the
identification of potential security threats such as DDoS attacks. Wireshark is instrumental in
evaluating the Floodlight controller's ability to detect and mitigate malicious activities within the
network. By analyzing packet captures before, during, and after DDoS attack simulations, the effect-
tiveness of the SDN-controlled network in maintaining security and performance can be assessed.

The combination of automated data collection through Python scripts and in-depth traffic
analysis with Wireshark forms the basis of our empirical evaluation, allowing for a comprehensive
understanding of SDN's impact on loT network scalability and security.

4. Results

This research elucidates the influence of incorporating SDN within loT frameworks, focusing
on distinct levels of network scalability and resilience against security threats, notably Distributed
Denial of Service (DDoS) attacks. The presentation of the results was structured using a suite of
tables and graphical figures, which detail the network's performance metrics, including average
latency, packet loss, throughput, and jitter. These elements collectively portray not only the network'’s
operational metrics at various stages of device integration but also demonstrate the robustness of the
SDN-mediated DDoS mitigation techniques. In each stage of our study, a consistent network traffic
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was generated for five minuteswith a data rate of 5Mb to ensure a uniform basis for evaluating the
network's performance and the effectiveness of the security measures.

4.1. Network performance metrics

Network performance metrics are quantitative measures used to evaluate the efficiency,
reliability, and effectiveness of a computer network. These metrics provide insights into how well a
network is functioning and whether it meets the required performance criteria. In this study, the key
metrics considered are latency, packet loss, throughput, and jitter.

Table 1. Network Performance Metrics Across Different Stages

Metrics Initial network Stage 1 Stage 2 Stage 3
(8IoT & 2 Aps) | (16 IoT & 4 APs) (32 10T & 6 APs) (64 IoT & 8 APs)
Latency (ms) 0.90 0.94 0.92 0.99
PacketLoss ( %) 0.00 0.00 0.50 0.78
Throughput (Mbits/s) 27.43 30.58 30.80 33.01
Jitter (ms) 0.23 0.38 0.22 0.41

Theratio of 10T devices to Access Points (APs) is a critical factor that influences the performance
of a network. As the number of 10T devices per AP increases, the network can experience varying
degrees of congestion and competition for resources, impacting the performance metrics.

Average Latency (ms): Latency, a critical performance metric, is depicted in Figure 3. It refers
to the delay packets experience as they travel through the network. Starting at 0.90 ms with 8 lIoT
devices, it experiences a marginal increase as more devices are added, rising to 0.99 ms with 64
devices. Figure 3 shows a slight upward trend, but the latency remains under 1 ms across all stages.
This suggests that the network effectively handles the increased traffic without significant delays,
demonstrating the scalability and efficiency of the SDN-enabled 10T network.

Overall, the slight increase in latency as the number of devices grows indicates that while the
network is becoming more loaded, it still maintains an acceptable performance level. This consistent
latency under 1 ms showcases the network’s robustness and ability to manage added complexity
through optimization efforts, resource allocation strategies, or load balancing mechanisms. Further
analysis and monitoring of network performance may be necessary to understand the specific factors
contributing to the observed latency patterns.

Average Packet Loss (%): This metric, represented in Figure 4, indicates the percentage of
packets that fail to reach their destination. Initially, the network experiences no packet loss with 8
loT devices. However, as the network grows, packet loss increases slightly, reaching 0.78% with 64
devices. This gradual increase is visualized as a rising line on the graph, indicating that while packet
delivery remains largely successful, there is a slight uptick in lost packets. This increase is likely due
to factors such as network congestion or transmission errors as more devices are added to the
network.

Average Latency ms
Packet Loss %

BI!T 161 &4 32I0T &6 6410T & 16

DEVICES APS APS APS

8 IOT
DEVICES

16 10T & 4 32I0T & 6 64 10T & 16
APS APS APS
Figure 3. Trends in Latency Figure 4. Trends in Packet Loss

The data suggests that the network can handle an increasing number of devices with minimal
packet loss, highlighting the effectiveness of the SDN-enabled 10T network in managing traffic.
Nonetheless, the slight rise in packet loss indicates areas where further optimization could help
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maintain high delivery rates even as network demands grow. Understanding and addressing the
causes of packet loss, such as improving congestion control mechanisms and error handling, could
further enhance network performance.

Average Throughput (Mbits/s): Throughput, showcased in Figure 5, measures the amount of
data successfully delivered over the network within a given time frame. Initially, the network achieves
a throughput of 27.43 Mbits/s. As more 0T devices are added, throughput exhibits an upward trend,
peaking at 33.01 Mbits/s with 64 devices. This increase, illustrated in the graph, suggests that the
network’s capacity to handle data transmission improves with scale. This improvement is likely due
to the optimized data flow and efficient routing facilitated by the SDN architecture.

The rising trend in throughput underscores the SDN-enabled IoT network's ability to adapt
and scale effectively, ensuring that increased device counts do not hinder overall data transmission
efficiency. The network's capability to enhance throughput as it expands highlights the benefits of
SDN in managing large-scale 1oT deployments, ensuring robust and efficient data handling even
under growing network demands.

Average Jitter (ms): Jitter, also illustrated in Figure 6, assesses the variability in packet delay.
The network begins with a jitter of 0.23 ms, which fluctuates minimally as more devices are added,
remaining below 0.5 ms. The graph shows this as minor oscillations, suggesting that the network
maintains consistent packet delivery timing despite the increase in traffic and network complexity.
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Figure 5. Trends in Throughput Figure 6. Trends in Jitter

In the context of the figures, these results demonstrate a network that scales effectively in the
face of increasing device counts. While there are incremental changes in latency, packet loss, and
jitter, the overall network performance remains robust. The throughput increase indicates efficient
use of network resources, facilitated by the SDN's ability to dynamically manage the network. The
figures visually represent these trends, displaying the network's ability to maintain performance
integrity while scaling.

By examining the 10Ts per AP ratio, it becomes evident that while increasing the number of
APs can help manage the load more efficiently, there are inherent limits to this scalability. Beyond a
certain point, the addition of more devices per AP leads to diminishing returns and potential
performance degradation, particularly in terms of latency and packet loss.

In conclusion, understanding the relationship between loT device density and network
performance metrics is crucial for optimizing network design and ensuring reliable operation in
large-scale 10T deployments. Future work could explore adaptive strategies to dynamically balance
the load across APs, further mitigating the impact of high device densities.

Overall, the results suggest that the network exhibits reliable performance with low latency,
minimal packet loss, and consistent throughput across different configurations. However, slight
variations in packet loss and jitter may occur with increased network scalability, highlighting the
importance of monitoring and optimizing network resources to maintain optimal performance. This
underlines the effectiveness of SDN in managing 10T networks, ensuring they remain resilient and
efficient even as they grow.
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4.2. DDoS attack mitigation

The Floodlight SDN controller played a crucial role in detecting and mitigating DDoS attacks.
Through real-time monitoring and analysis of network traffic, Floodlight identified unusual spikes
and patterns indicative of a DDoS attack. The controller's strategies for mitigating the attack
included:

A. Traffic Analysis and Anomaly Detection: Utilizing built-in and custom-developed
algorithms to analyze traffic flows and detect anomalies that suggest DDoS activities.

B. Dynamic Reconfiguration of Network Rules: Automatically adjusting network rules to
reroute or drop malicious traffic, effectively isolating the attack source without impacting legitimate
network communications.

C. Prioritization of Critical Traffic: Implementing QoS policies to ensure that essential
services maintain their functionality by prioritizing their traffic over less critical data flows.

D. Isolation of Compromised Devices: Temporarily isolating devices suspected of being part
of the DDoS attack to prevent further spread of malicious activities.
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Figure 7. DDoS Attack Detection and Mitigation Timeline

The line chart above shown in Figure 7, illustrates the timeline of DDoS attack detection and
mitigation, highlighting the effectiveness of the Floodlight controller's response mechanisms in an
loT network environment. Key moments in the timeline include:

Anomaly Detected (2 minutes): The initial detection of unusual traffic spikes indicative of a
potential DDoS attack.

Attack Confirmed (3 minutes): Confirmation of the DDoS attack based on further analysis of
traffic patterns.

Mitigation Begins (4 minutes): Implementation of mitigation strategies, such as traffic
rerouting and source IP blocking, to minimize the attack's impact.

Impact Reduction (6 minutes): Noticeable reduction in malicious traffic as a result of the
implemented mitigation strategies.

Stabilizing (10 minutes): The network begins to stabilize, with the majority of DDoS traffic
mitigated.

Normal Operation (15 minutes): The network returns to normal operation, with all DDoS
traffic effectively managed.

This timeline was generated based on a network configuration consisting of 32 10T devices
and 6 Access Points (APs). The chosen configuration strikes a balance between complexity and
manageability, providing a representative scenario for assessing the SDN controller's capabilities in
a mid-sized IoT network.

WWW.rria.ici.ro



122 Revista Roména de Informatica si Automatica, vol. 34, nr. 2, 113-126, 2024

The influence of network topology on performance levels in detecting and mitigating DDoS
attacks is significant. The density of IoT devices per AP and the overall network structure can impact
the speed and effectiveness of detection and mitigation. For instance, a higher number of devices per
AP can lead to increased traffic congestion, which might delay anomaly detection and response times.
Conversely, a well-distributed network with adequate APs can facilitate quicker detection and more
efficient mitigation due to reduced congestion and better load management.

In the context of this study, the network's ability to return to normal operation within 15
minutes following the detection of a DDoS attack is considered effective, particularly in a complex
and dynamic environment like an 10T network managed by an SDN controller such as Floodlight.
However, it is important to clarify whether the factors contributing to this effectiveness, such as
severity of the attack, preparedness and automation, network resilience and redundancy, quality of
service (QoS) policies, and post-attack analysis, were identified during the experiments or are
sourced from existing literature. Without explicit citation or experimental validation within this
document, the origin of these factors remains ambiguous. Providing this clarity would enhance the
credibility of our findings and ensure proper attribution of insights into the effectiveness of
Floodlight SDN controller in mitigating DDoS attacks.

In the context of SDN and 10T, where network configurations can be dynamically adjusted to
meet changing conditions, a 15-minute recovery time demonstrates a well-implemented SDN
architecture and effective network management policy. However, continuous improvement and
adaptation of security measures based on evolving threat landscapes are essential to maintaining
network resilience against more sophisticated future attacks.

5. Discussion

The empirical evidence gathered from the proof-of-concept deployment provides a
comprehensive evaluation of how SDN principles can be integrated into 10T environments to address
the challenges of scalability and security. The primary objectives of enhancing network scalability
and security through the application of SDN were successfully met, as demonstrated by the measured
network performance metrics and the effective mitigation of DDoS attacks.

5.1. Scalability enhancements

The integration of SDN within the loT environment notably improved network scalability. As
evidenced by the network performance metrics across various deployment stages, the network was
capable of accommodating an increasing number of 10T devices and Access Points (APs) with
minimal impact on latency and packet loss. This scalability is attributed to the centralized control
and dynamic resource allocation capabilities of the SDN architecture, facilitated by the Floodlight
controller. The ability to efficiently manage network configurations and adapt to changing traffic
patterns ensures that the network can scale to meet the demands of growing l1oT deployments without
significant degradation in performance.

5.2. Security enhancement

Security is a paramount concern in 10T deployments due to the vast attack surface created by
the multitude of interconnected devices. Traditional security approaches often struggle to cope with
the dynamic and heterogeneous nature of 10T networks. However, SDN offers several mechanisms
to enhance security in 10T environments:

Centralized Policy Enforcement: SDN enables centralized control over network policies,
allowing administrators to define and enforce security policies consistently across the entire 10T
infrastructure. This centralized approach enhances visibility and control, facilitating rapid responses
to security threats.

Dynamic Network Segmentation: SDN allows for dynamic network segmentation based on
contextual information, such as device type, user identity, and traffic behavior. By segmenting the
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network into distinct security zones, SDN can contain and isolate security breaches, limiting their
impact on critical 10T services and resources.

Fine-grained Access Control: With SDN, administrators can implement fine-grained access
control policies tailored to the specific requirements of loT applications. Access control lists (ACLs)
can be dynamically updated based on real-time events and context, ensuring that only authorized
devices and users can access sensitive resources.

Threat Detection and Mitigation: SDN platforms can integrate with advanced security tools
and analytics engines to detect and mitigate security threats in real time. By analyzing network traffic
patterns and behavior anomalies, SDN controllers can identify and respond to potential security
breaches proactively, minimizing the risk of data loss or service disruption.

Dynamic Security Policy Adaptation: SDN enables dynamic adaptation of security policies in
response to evolving threats and changing network conditions. Security policies can be automatically
adjusted based on threat intelligence feeds, network performance metrics, and compliance
requirements, ensuring continuous protection against emerging security threats.

Network Visualization and Forensics: SDN provides comprehensive network visibility and
monitoring capabilities, allowing administrators to visualize network topology, traffic flows, and
security events in real time. This visibility facilitates rapid incident response and forensic analysis,
enabling security teams to identify the root cause of security incidents and implement remediation
measures effectively.

Integration with Security Technologies: SDN platforms can integrate seamlessly with existing
security technologies, such as intrusion detection/prevention systems (IDPS), firewalls, and security
information and event management (SIEM) solutions. This integration enhances the effectiveness of
security controls and enables coordinated responses to security incidents across the entire 10T
infrastructure.

Secure Overlay Networks: SDN enables the creation of secure overlay networks that provide
encrypted communication channels between 10T devices and applications. By leveraging virtual
network overlays and encryption protocols, SDN can protect data in transit from eavesdropping,
tampering, and unauthorized access, ensuring end-to-end confidentiality and integrity of loT
communications.

Through these security mechanisms, SDN enhances the overall security posture of loT
deployments, enabling organizations to mitigate security risks effectively and safeguard critical
assets and data in an increasingly connected and dynamic loT landscape.

6. Conclusions

The study explores the integration of SDN principles into the complex landscape of 10T to
tackle scalability and security challenges. Using the Floodlight SDN controller and Mininet-WiFi,
significant improvements in managing and securing loT networks are demonstrated. SDN enhances
scalability by effectively managing a growing number of 10T devices and Access Points without
compromising critical performance metrics like latency and packet loss. It has proven adept at swiftly
detecting and mitigating Distributed Denial of Service (DDoS) attacks, often within 15 minutes,
showcasing its advantage in maintaining loT operations' integrity and reliability.

The Floodlight controller's effectiveness in detecting and mitigating DDoS attacks within the
loT environment is notable. The timeline of the DDoS attack mitigation process, from detection to
the restoration of normal operations within 15 minutes, demonstrates the controller's efficiency in
handling security incidents. Built-in and custom-developed algorithms for traffic analysis and
anomaly detection, combined with dynamic network configuration adjustments, played a crucial role
in the swift mitigation of the attack. This underscores the Floodlight controller's capabilities in
ensuring the network's resilience against such cyber threats, highlighting the benefits of integrating
SDN principles for enhanced 10T security.
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The integration of SDN into 10T networks, facilitated by controllers like Floodlight, presents
a promising approach to overcoming scalability and security challenges. Observed improvements in
network performance and security validate SDN's potential to transform IoT network management.
However, continuous adaptation and improvement of SDN strategies will be essential to address
evolving cyber threats and the increasing complexity of 10T ecosystems. Future research should
focus on exploring advanced SDN features, developing sophisticated security mechanisms, and
evaluating SDN's impact in larger and more diverse 10T deployments.

In conclusion, this study underscores SDN's effectiveness in enhancing the scalability and
security of loT environments, emphasizing the pivotal role of controllers like Floodlight in achieving
these objectives.
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